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Business process mining based insider threat detection system
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(1. School of Cyberspace Security, PLA Information Engineering University, Zhengzhou 450001, China;
2. State Key Laboratory of Mathematical Engineering and Advanced Computing, Wuxi 214000, China)

Abstract: Current intrusion detection systems are mostly for detecting external attacks, but sometimes the internal
staff may bring greater harm to organizations in information security. Traditional insider threat detection methods of-
ten do not combine the behavior of people with business activities, making the threat detection rate to be improved. An
insider threat detection system based on business process mining from two aspects was proposed, the implementation
of insider threats and the impact of threats on system services. Firstly, the normal control flow model of business ac-
tivities and the normal behavior profile of each operator were established by mining the training log. Then, the actual
behavior of the operators was compared with the pre-established normal behavior contours during the operation of the
system, which was supplemented by control flow anomaly detection and performance anomaly detection of business
processes, in order to discover insider threats. A variety of anomalies were defined and the corresponding detection
algorithms were given. Experiments were performed on the ProM platform. The results show the designed system is
effective.
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MESFEHEAT N ZIRAT N0 E BV T H BV T
AAEAEIAT R, B BV 5 BV T IRl—AT W AR 2
ZELRE R T BIME o
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Individual-Behavior AD(Normal Profile, Execu-
tion Log)

1) for each T'and D

2)  for each BV% in Execution Log

3) find the corresponding BVy in normal
profile

4) if {op |opEBVE }#{op |opEBVy }

5) trigger an operation-content alarm

6) end if

7) if Jop;s.t.| BVe.flop;)—BVeflop)| > o

8) trigger an operation-frequency alarm

9) end if

10)  end for

11) end for

FERIN B HES I, [RIAE AR AT P AR 1140
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FIZRIEARR BN TR AT ] e kAT
HHARPATEAF 3R, S HATE 4417
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Outlier AD(Execution Log)

1) for each R

2) for each Tand D

3) set op-set to &

4) for each O belongs to R

5) op-set = op-setU O.BVg.op;

6) end for

7) unify the op of each BV according to
op-set

8) for each O belongs to R

9) for each op which is newly added
into O.BVx

10) set flop;) =0

1) end for

12) for each O.BVg

13) set the weight of each op

14) end for

15) end for

16) cluster the BVgs according to the Euclid-
ean distance between each BV-pair

17) for each cluster of BVgs

18) find out the abnormal cluster and
trigger an outlier alarm

19) end for

20) end for

21) end for
3.2.2  dEALAFSFARR

NV SSHERI T A 2 R, M
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Logic AD (normal model, execution Log)

1) for each ES in execution Log

2) if ES can’t be parsed by normal model

3) trigger a control-flow-logic alarm and
log the fault event in ES

4) endif

5) end for

EX 8 PLRE W

PERE R SRR BN S5 SR8, Bk
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Performance_AD(Time-Frequency

FFAERNE T o ZHM1

Constraint
Table, Execution Log)

1) for each ES in Execution Log

2) if event £ has moment-constraint

3) if E.timestamp & 1

4) trigger a momont-anomaly alarm
and log £

5) end if

6) end if

7) if event E; and E, have time-interval
constraint

8) if | Ey.timestamp — E,.timestamp | > 1,

9) trigger a time-interval-anomaly

alarm and log E; and E;

10) end if

I1) endif

12)  let S be the set of events which have fre-
quency constraint

13) if#(S) & u

14) trigger a Frequency-Anomaly alarm
and log S

15) endif

16) end for
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KPP, RS B R A I 4
W A1) Fi-measure 15 N PP fE 4R, Fi-measure i &

2XPXR
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P+R
P TP @)
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TP+ FN
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FIgE L, T T #5551 P. R Fll Fi-measure 18,
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